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Introduction

Self-Encrypting Drives (SEDs) offer hardware-based encryption
for data-at-rest, providing enhanced security with minimal im-
pact on performance. This HDD Innovation Lab report explores
the management and behaviour of Toshiba enterprise SEDs us-
ing the MaxView Storage Manager software in conjunction with
the Adaptec SmartRAID Ultra 3258P-16i/e controller. The goal is
to evaluate SED functionality, controller-based encryption, and
drive behaviour under various security scenarios.
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Methodology

All tests were conducted on a Supermicro X13DEI mother-
board running Microsoft Windows Server 2025 Standard. The
MaxView Storage Manager version used was 5.03.00 (27960),
and the RAID/HBA controller was Adaptec SmartRAID Ultra
3258P-16i/e running firmware version 03.01.41.032. The drives
were configured and managed via the controller’s SED-based
encryption features as documented in Microchip’s official
guide.
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Picture 1: Supermicro server used for evaluating maxView Storage Manager software and SED functionality.
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Picture 2: Toshiba MG11SCP24TE SED drive

Test Setup HDD Models Evaluated

+ AllHDDs had the latest firmware installed. i
Toshiba HDD Model | Capacity | Interface Firmware

Status

+ SED encryption was enabled on the controller.
MG10SFP22TE 22TB SAS Latest

« Amaster key was set for encryption management. MGO8SCP16TE 167B SAS Latest

« Drive claiming and ownership were verified via MaxView. MGLISCP24TE 2418 SAS Latest
MG11SCP24TE 24TB SAS Latest

« Tests included encryption setup, physical security ID (PSID)
reset, drive removal, and re-enabling encryption.



Test Results

Drive Claiming and Encryption Setup
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Picture 3-6: Self Encryption Drive (SED) base encryption wizard

All drives were successfully claimed by the controller. SED status
was correctly reported in MaxView. The master key was applied

and verified.
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Picture 7: Drive in MCHP Owned state
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PSID Reset

The MG10SFP22TE drive was reset using the PSID. Post-reset,
the drive returned to its original factory state (OFS). The drive
was then successfully re-integrated into the controller with
encryption enabled.

5 ot Propetiea x
Reverlinng the Sell Encryping Drive (SE0) bo fts origingl factory state wil destroy all user date stored in the
B sita prysicl deviee. The selected physical device will requine the Pryscal Security I [PID) &5 a mandatary field o
{ire evice is aready in ils Original Factory State (O i ——
Ceneral
Baaot Type Hore S
Clear Devics Ence Counler(s} @
Additional Settings and Status < Additional Settings and Status
Refresh SED Seeurity Status O
SED Secuity Stalus Locked SED Secuity Stalus Mot Appiicabile
SED Quaification Status Pt Applcable Revert To Ongnal Fattory State (015} % SED Quaification Status Wt Appicable
Criginal I aciney ftase (0 5) False —— JC3ngmal | acin Sitase (085 =
Enter Physical Security 10 (PSID)
SED Dwnership Stals [(thervane Dwned) e T S [PomssastvzDuwinCasasd] © SED Dwnership Stas Nt Apgpeanis
Fareign Key Identifier Hol Applcabic Fareign Key Identifier Mol Applicable
Foreign Rese Key kdentter ot Appicanie Foreign Rese Key kdentter Mot Appécabie
. 0K Cancel
Picture 8-10: PSID reset wizard
All four drives were encrypted and exposed to the Windows
Server host.
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Picture 11: Drive unlocked
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The MGO8SCP16TE drive was removed while SED was active.

SED was disabled on the controller.

Upon re-insertion with SED disabled, the drive (in “MCHP
Owned, Foreign” SED Ownership Status), was no longer ex-

posed to the OS.

Re-enabling SED with the same master key restored access,

confirming encryption integrity.

Fienmwase: Level
W
Unique 1D

v B2 Cnclosuce 1
<@ Siot & [Raw)
& Sl =
e e Server Manager
4 siet 10 (Haw)
~ 7 Siot 11 (Data Locked)
7% Connector 1 (CHT)
~e

v Conltroller 2
i [ Servers
v g Physical Devices i Vol
olumes
-3 "
i i in » [r—
Z8, Connectar 2 (CN2) Shares
¥ Gonnectar 3 (GN3) iSCsI
Work Folders
Additivnal Seltings aml Status
SED Secuily Slalus Locked
SED Qualscaton Status it Apphcatie
Crigiel Factory State (OFS) Fale
Fareign Key identifes Hat Appleabie
Foreign Fieset Ky enlifes Mol Apptsalie

o2
500003905050C614
SOUI0IIESELSUE 1Y

= DISKS
All digks | 4 total

Lab Report

(& Sen Enerypling Deive {SED] Hased Encrypion b4

Disabiing SED Based Encryplion will cause 81 physicsl devices that are currently SED entrypled o be reset to

-
v Controlier 1 anginal tartaey SEate, And Al AATA will B IRAtCETHRIE.

P | Seftings

Disable SED Dased Encryplion E)
Charmge Masles Key
Charge Master Key identifier

SetGhange Controder Massword

e © & &

Uninek VAth Cenrolier Passwoed

Clear Controier Password @

Picture 12: SED Encryption disabled
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Picture 13-14: Drive unavailability in OS

Functionality Evaluation

Feature Result

Notes

SED Detection Successful

All drives detected
as SED-capable

Controller-Based Functional Master key ap-
Encryption unctiona plied and verified

Drive returned to
PSID Reset Successful

OFS

Drive Lockout on

Data inaccessible

SED Disable 2 Verified without master
key
Re-encryption with Drive access
yp Successful

Master Key

restored

Summary

Toshiba’s HDD Innovation Lab confirmed the robust function-
ality of Toshiba SED HDDs when managed via MaxView Storage
Manager and the Adaptec SmartRAID Ultra 3258P-16i/e con-
troller. Key findings include:

Reliable SED detection and encryption setup.

« Effective PSID reset and reclaiming of previously owned drives.
« Secure lockout behaviour when SED is disabled.

« Seamless restoration of access upon re-enabling encryption
with the correct master key.

These results validate the use of Adaptec controller-based SED
management for secure enterprise storage deployments.
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Further reading:

An introduction to SEDs

Working with SED based encryption
Managed SED drives on Adaptec controllers
Passive SED on Adaptec controllers

Note of thanks to our partners

“Critical to the success of this lab report has been the
collaboration. I would like to thank our partner Microchip
for the support on this project, as they contributed the
Adaptec SmartRAID Ultra 3258P-16i/e controller and val-
uable support and advice. Together with our Toshiba SED
Hard Disk Drive models, we were able to prove all SED
functionality in a real-life storage system.”

Igor Misko

Senior Product Marketing Engineer
Business Development Storage Products
Toshiba Electronics Europe GmbH

Interested in performing a testin
our lab yourself or planning a visit?
We’d be happy to support you.

Toshiba Electronics Europe GmbH

Hansaallee 181
40549 Diisseldorf
Germany

info@toshiba-storage.com
toshiba-storage.com
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