TOSHIBA

O ByneoHabnogeHne B GUHaAHCOBBIX
M yupexaeHmnsx

«B 2020 roay B EBpone 3aperncrtprpoBaHo cBbile 3700 cny4aeB HanaaeHui Ha baHKoMaTbl,
B pe3ynbraTte Yero bbino ykpaaeHo bonee 22 MH eBpoO».

VicTouHmk: European Association for Secure Transactions (EAST)*

®duUHaHCOBbIE YYpeX[eHUs, TakuMe KakK 6aHKu, NMpepcTaBnsioT co60oi MpuB/eKaTeNbHble MUILEHM AN OPraHWM30BaHHOW
npecTtynHocTu. CoBpeMeHHble TEXHONIOrMU BUAEeOHabNogeHUs NpoaeMOHCTPUpPOBanu Bbicoyanwwyto 3 deKkTMBHOCTb B 6opbbe
C caMbIMV pa3HbIMU pOpMaMM MPeCTYNHOCTU. OHY NO3BONSAIOT NOCTOSIHHO 06ecneymBaTh 6€30MacCHOCTU KJIMEHTOB U COTPYAHUKOB.
Kpome Toro, oHu faloT BO3MOXXHOCTb FapaHTMPOBaTh NOJIHYIO 3aLUTY LLeHHOCTEN U fleHEXHbIX CPeACTB.

BaHKM JOMKHbI A€NaTh BCE, YTO B UX CUMaX, YTOObI HUBENMPOBATb PUCKM, C KOTOPBIMU OHM MOTYT CTONIKHYTLCS. XOTS 33 NOCNeAHNE AecATUNeTus
KOAMYECTBO OrpabneHnii OaHKOB COKPaTWNOCh baarogaps PacnpoCTpaHeHUO CUCTEM BUAEOHAOMOAEHUS 1 Apyrux Mep obecneyeHus
6e3onacHocTu, UMdpsbl, NoayyYeHHble Statista®™, NoKa3bIBalOT, YTO OHW MO-MPEXHEMY BbI3bIBAlOT CEPbE3HYI0 03a004eHHOCTb: TonbKo B CLUA
B 2018 roay 6bi10 3aperucTpupoBaHo 2975 Takux npecTtynneHuid. Mo gaHHbIM accoumnaumm European Association for Secure Transactions
(EAST), B EBpone no-npexHeMy perynspHO COBepWatoTCs HanageHus Ha 6aHkomatsl. B 2020 rogy 6bi10 3apernctpyMpoBaHo 3722 Takux
HanazeHwus, KoTopble MPUBENY K yiepOy B 22,3 M/IH eBPO. Takxke HEOBXOAMMO YYMTbIBaTb POCT PACNPOCTPAHEHNS HanafeHU Ha MHKACCaToOpOB

B OonpeneneHHbIX permoHax.

* WictouHuk: EA.ST, 1 nionsi 2021 1. EAST ny6amnKyeT HOBOE MCCNeA0BaHMe Mo Cyqasm MOWeHHNYecTsa 2-21
** WcTouHuk: Statista.com, 10 mapTa 2021 r. BaHkoBcKwe npectynnenys B CLUA 8 2018 rofy no pervioHam v Tvnam

O6ecneyeHne MaKCUMabHOro YpoBHs 6e3onacHocTU. bnarogaps
Pa3BepTbIBAHMIO KaMep BUAEOHAOMOAeHUS Ha Bxogax B HaHKM
M MCNONb30BaHWUID  (DYHKUMIA  WCKYCCTBEHHOTO WHTENNEKTa, TaKux
KaK pacrnosHaBaHuWe N1, MOXHO CNPaBAsTbCS C yrpo3aMu, KOTopble
NPeacTaBNStOT Kpaxu. Takue CUCTEMbl MO3BONSHOT Pacno3HaBaTb
NPeCTYNHVKOB, KOTOpble eCTb B 0a3ax faHHbIX, 1 NPUMHMMATL MEPSI,
4TOObI HEe AOMYCTUTL COBEPLUEHMS MU HOBbIX HapyLLIeHWI. Pa3MelleHre
Kamep B TMOMELEHUSX OnepaunoHHbIX OTAeNoB, NpeaoTBpaTnT
MOLWEHHNYECTBO CO CTOPOHbI COBCTBEHHbIX COTPYAHUKOB. OBHapyxeHue
ABVKEHWS MO3BONMSET OCYLECTBASATb MOHUTOPUHI B Hepabouyee
BpPEMs M HACTpaumBaTb CWUrHanbl TPEBOTM Ha Cryyail MPUCYTCTBUS
NOCTOPOHHYMX B XpaHUAuWle WUAW B APYrux MomeljeHusx. YCTaHOBKa
Kamep B HemocpeacTBeHHOW 6AM30CTU OT HaHKOMATOB (B MOMELIEHNSX
HaHKa MMM Ha HapyXXHbIX CTEHax 3AaHus) CnocobHbl NpefoTBpallaTh
HanafeHWs unu cydam MOWEHHUYEeCTBa.
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https://www.association-secure-transactions.eu/tag/atm-physical-attacks/
https://www.statista.com/statistics/273390/bank-crimes-by-region-in-the-united-states/

O6ecneyeHne 6e30MaCHOCTU. HyKHO Y4YWTbIBATL He TOMbKO
(DVIHAHCOBbIE aCMeKTbl, HO M 6€30MaCHOCTb COTPYAHMKOB 1 KIMEHTOB.
KAWeHTbl, KOTOpble YBEPEeHbl B KOMMAaHWKM, MPOAO/IKAT C HeM
COTPYAHWYaTb. TOYHO TaK xe bonee 6e3onacHoe 1 ynobHoe paboyee
NPOCTPAHCTBO CMOCOOCTBYET NOANBHOCTU COTPYAHMKOB. V1 CHOBa
MOXHO NMPUMEHATb TEXHONOTMM PACNo3HaBaHMS ANL, U OOHapYyxXeHNs
OBVDKEHWS, 4TODbI Mpegynpexnatb O HETUNUYHOM MOBEJeHUN UK
NOSIBNEHNM MOAO3PUTENbHBIX MWL M NMPUHMMATL COOTBETCTBYHOWIME
Mepbl.

OnepaTuBHbIN aHanus. MprMeHeHNne TeXHONOorni
BMAEOHAOMOAEHNS  TaKke  [aeT  PYKOBOACTBY — BO3MOXHOCTb
aHanM3nMpoBaTb MOBCEAHEBHYO PaboTy hUHAHCOBOrO yypexaeHus,
4TOObl MOBbIWATL 3DMEKTUBHOCTL paboyrx MPoLeccoB U rMHBKO
Ha3HayaTb COTPYAHVKOB [N BbINONHEHNS COOTBETCTBYIOLIMX 3aAav.
3TO NPUBOAMUT K POCTY PEHTABENbHOCTM, a TakkKe K MOBbIWEHUIO
YOOBNETBOPEHHOCTYN KIMEHTOB.

PekoMeHaauUm OTHOCUTENbHO KECTKMX

ONCKOB

XKectkne  guckm  Toshiba  oTBevatoT  TpeboBaHusM  cuCTEM OfHOBPEMEHHO OT 64 Kamep BbICOKOTO pa3pelleHuns. XecTkune
BMAEOHAONIOAEHNS, PaboTalolWMx B COBPEMEHHbIX (PUHAHCOBbIX AMCKN KOPMOPaTMBHOIO Knacca cepun MG, mMetolme eMKoCTb
YYPEXKOAEHNAX, W FAPaHTUPYIOT  KPYMOCYTOYHYKO — HAaLEeXHOCTb oT 1 go 18 Tb, noapepxusatoT pabouyto Harpysky 550 Tb/rog
M ObICTPOE pearMpoBaHmMe, KOTOPbIE HYXHbI A1 MPUAOKEHWIA Ha 1 OTANYHO NOAXOAAT ANS PeLleHns 3afay, CBA3aHHbIX C 60NbLWNMM
OCHOBE WCKYCCTBEHHOTO MHTennexTa. Avckm cepun Toshiba S300 Pro AaHHbBIMU U @aHANNTUKOMN.

nMetoT emkoctb Ao 10 Tb 1 cnocobHbl 0bpabaTbiBaTh AaHHblE

Hard Drive

Enterprise
Capacity

cos | woos | waur | —woos | wos |

EMKOCTb 18|16T6 1676 8(6|4T6 | 14[12T6 10(8|6T6 6]4]2|1T6 1076 | 876 | 6T
dopm-takTop 3,5¢ 3,5¢
UnTepdeiic SATA / SAS SATA
Pabouas Harpy3ka 550 Tb/rog 180 TB/rog
f:gﬁ;c:)b epalteHna 7200 060pOTOB B MUHYTY 7200 060pOTOB B MUHYTY
KpyrnocytoyHas i fa
aKcnyaTaums
Bydep 512 Mb 256 Mb 128 Mb 256 Mb
OrpaHnyeHHas 5 3
rapaHTus (rogpl)
Bapl/IaHTbI NpUMeHeHna o U,eHTpaﬂMSOBaHHb\e CUCTEMDI XPaHEHWMA NaHHbIX BMQ‘GOHaQWO/ZLEHMﬂ o UMC,)DOBHG BMACOPErncTpaTopbl CNCTEM
» CUCTEeMbl apX1MBaLIMM 1 BOCCTAHOBNEHMS AaHHbIX BuaeoHabnoaeHus (sDVR)
o ﬂpOMb\UJﬂeHHb\e CcepBepbl U CUCTEMbI XPaHEHWA AaHHbIX » CeTeBble BMACOPErnCTpaTopbl CNCTEM
+ KopnopaTtuBHble MaCcCUBbI XPaHEH WS faHHbIX BuaeoHabnoaeHus (SNVR)

« [MbpwuaHble sDVR (aHanorosble v IP)
+ RAID-mMaccuBbl N5 XPAaHEHNS AAHHbIX B CUCTEMaX
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